
COMMENTARY

 10 

 11 

 EN 

New Rules for Patient Data Sharing Risk Harm to our Most Vulnerable
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Starting this April, patients will be able to access their elec-
tronic medical records (EMR) through online patient portals 
soon after their providers finish their notes. This immediate 
access will be rolled out as part of the 21st Century Cures 
Act, a 2016 law passed with broad bipartisan support, which 
included significant changes for health data sharing. Though 
some practices have historically allowed patients to see lab 
results and certain notes, the Cures Act will roll out data 
access on an unprecedented scale, everywhere. Under the 
new law, “information blocking,” a practice where a pro-
vider prevents or discourages access to health information, 
becomes illegal.

Giving patients ownership of their data is a noble goal 
– studies show that patients who are more engaged with 
their care have improved adherence to medications and 
better patient-provider communication.1 Facilitating more 
patient-provider interactions through online portals has 
been shown to help address health disparities, especially in 
patients of color, and to improve patient satisfaction.2,3 This 
is particularly important given that we are in the midst of 
the COVID-19 pandemic, where telemedicine is increas-
ingly used to manage patient care. 

Adolescent data/privacy concerns
However, the new law lacks important nuance on who can 
access what data and what they can do with it. The Cures Act 
makes no distinction between adult and pediatric patients, 
leaving teens in a dangerous grey area. State laws vary dra-
matically regarding parental access to adolescent data, 
including whether minors have a right to full confidentiality 
regarding sexually transmitted infection (STI) screening.4 In 
Rhode Island, minors have a right to confidentiality for STI 
and pregnancy screening. By default, healthcare data will be 
accessible to the patient themselves as well as anyone who 
legally acts on their behalf, such as a caregiver or parent. 
While a parent accessing the data for the well-child visit of 
their three-year-old makes sense, the possibility for parents 
to intrude on the physician-patient relationship for their 
adolescent children may carry a risk of significant harm. 
The guarantee of confidentiality has been shown repeatedly 

to be one of the most important factors for adolescents  
seeking healthcare. If teenage patients cannot trust their pro-
viders to keep issues of sexual health or substance use – risky 
behaviors which all peak during adolescence – confidential 
from their parents, we risk them not disclosing anything at 
all.5 This withholding could have lifelong consequences –  
a simple chlamydia infection, for example, can lead to per-
manent infertility if left untreated.6 And accidental disclo-
sure for sensitive issues such as gender identity or sexual  
orientation may cause serious harm to the patient.7

We began piloting a note sharing throughout our aca-
demic medical center at the end of 2020 in anticipation of 
the coming changes this spring. Within a month of rollout, 
we learned that some protected adolescent behavioral health 
notes were accessed by parents. Upon further investigation, 
it became clear that many pediatric charts listed the par-
ents’ phone numbers and email addresses as the patients’ 
contact information, which provided parents with enough 
information to obtain access to their adolescent children’s 
portals. With our system sharing notes by default for thou-
sands of kids (in compliance with the impending changes 
of The Cures Act), it was impossible to distinguish which 
notes were being sent to the teen versus the parent. As a 
result, our hospital reached the difficult decision to inacti-
vate all adolescent portal accounts prior to the onset of the 
Cures Act enforcement date and then offer teens the option 
to re-enroll in person. This approach provides confirmation 
that the patient’s phone number and email address are the 
ones linked to their electronic health information moving 
forward. This effort has been an enormous logistical chal-
lenge. Our institution’s vulnerability to adolescent confi-
dentiality is likely far from unique; we suspect countless 
other offices and clinics will discover analogous threats as 
they conform to the information-blocking statutes.

Additional concerns
Adolescents are not the only population at risk from data 
oversharing. Children in foster care may suddenly find that 
an estranged biological parent has their new address and 
healthcare information. Victims of domestic abuse – both 
children and adults – may face retaliation at home if their 
abuser sees that violence was discussed in a clinic note. With 
the Cures Act, all an individual needs is a password to get 
instant access to extremely sensitive and confidential data. 
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This is to say nothing of the other elephant in the room 
– the security risk of a data breach considering the coming 
EMR integration with third-party applications, which will 
become more prevalent under the Cures Act. Nationally, 
there have been repeated data breaches by careless compa-
nies and concerted efforts by hackers to access healthcare 
data. The Cures Act will enable a tremendous flow of health 
data, yet it provides no regulation for third parties. Mobile 
app companies have already demonstrated that they need 
more oversight: it is estimated that 79% of popular health 
apps routinely share user data, often without informing the 
patient.8 The FDA has not provided any regulations sur-
rounding cybersecurity of healthcare data, and the Health 
Insurance Portability and Accountability Act of 1996 
(HIPAA) protections do not apply to third party applications 
– once that data is out, the patient no longer owns it. 

The current wording of the law allows doctors to block 
release of a specific note or datapoint only if it “prevents 
harm.” However, this vague wording leaves interpretation 
up to individual institutions and practitioners, for whom 
values and incentives may differ. Hospitals may face fines 
in the millions for instances of information blocking, poten-
tially making it challenging for physicians to advocate for 
a patient’s privacy on a note-by-note level if hospital pol-
icy dictates otherwise. As a result, physicians may self-cen-
sor in their notes or water down their conclusions to avoid 
offending patients in an attempt to preserve the physi-
cian-patient relationship.9,10 Worries over data sharing may 
also cause providers to take even longer to write their notes 
– in institutions where note sharing has already begun, 37% 
of physicians report spending more time on documentation  
than before.11

Challenges concerning data privacy within electronic 
medical records are not new, but the advent the 21st Cen-
tury Cures Act may bring these difficulties to the forefront 
of medicine. HIPAA is not enough – we need clearer protec-
tions on a national level for our most vulnerable patient pop-
ulations. National medical societies should move urgently 
to publish guidance and lobby Congress for patient pri-
vacy rights, both for specifics on information blocking and 
for what third-party apps are permitted to do with health 
data. We also desperately need technical solutions from our 
EMR vendors that will enable providers to safeguard patient 
information without overwhelming us with additional 
documentation, which contributes disproportionately to  
physician burnout.12 

As physicians, we must take care of our patients both in 
the exam room and in cyberspace. If we cannot remain a 
trusted, confidential resource, we risk harming our most 
vulnerable patients. v
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